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John B. Pellegrini, Esq.

Ross & Hardies

65 East 55th Street

New York, N.Y. 10022-5555

RE:
18 U.S.C. 2510, 2512;  Devices primarily useful for the purpose of the 

surreptitious interception of wire, oral, or electronic communications

Dear Mr. Pellegrini:

This is in response to your ruling request of September 29, 1999 on behalf of CCTV Corp. 

FACTS:
 You ask whether certain closed circuit television cameras with audio may be imported into the United States.  You describe the pertinent facts as follows:

The subject merchandise consists of printed circuit boards with electronics and a lens.  The boards will be enclosed in a decorative ball housing or a rectangular-shaped housing.

Each board is a complete closed circuit television camera with a microphone which requires only a power source and a cable connection to a monitor or television to operate.  The cameras will be imported in one of two housing types, ball and rectangular...

The Company expects that these cameras will be used for security and monitoring purposes in residences, small businesses and similar locations.  As contemplated by the Company, the cameras will be mounted in proximity to a door bell or other area within a home or business normally monitored in some fashion (small child’s bedroom/playroom, pool and patio areas, common areas of small businesses, etc.).  This will permit a homeowner to monitor children in a pool, in play areas, in a bedroom, or yard; all from a location within the home.  This will also permit a shop keeper to monitor entryways and other common areas of his or her establishment, whether it be a front door, delivery door or other similar location.  The cameras will permit either the homeowner or the shop keeper to view, listen and speak to a person at these locations.  All of the cameras will be able to transmit sound from the source to a monitor.  In some cases, the cameras will be installed as part of an intercom system permitting two-way communication.

...

The question raised in this ruling request is whether the cameras with audio in decorative ball housings will violate the proscriptions of 18 U.S.C. §2512.

Generally, 18 U.S.C. §2512 prohibits the importation of closed circuit television cameras, as well as other articles capable of transmitting sound, when “the design of the device renders it primarily useful for the surreptitious interception of wire, oral or electronic communications.”

...

The primary purpose of the cameras is to enhance safety and security in residential and commercial environments by transmitting visual and audio images from the area being monitored.  The cameras are not designed to be “primarily useful” for the surreptitious interception” of “oral communications.”

In your letter of October 27, 1999, you state:

You have requested that we identify CCTV’s customer for these products.  At present, the principal customer is SBC Communications, Inc.  They are likely the largest customer for the camera in the ball-shaped housing.  The rectangular-shaped housing is being develop[ed] in conjunction with ADT Security Services, Inc.  The expectation is that the products will be marketed to homeowners and small businesses for security purposes.

You further state that, to the best of its knowledge and belief, CCTV will not sell the devices for surreptitious use.  

You state that the dimensions of the devices (with the housing but without the wall mounting) are 3.5 inches in length, 3.25 inches in width, and 2.875 inches in diameter for the ball (round) housing and 3.25 inches in length, 3.0 inches in width, and 2.5 inches in depth for the rectangular housing.  You state: “The housing could be made much smaller.  Please keep in mind that these cameras are designed as security devices.  Thus, although they are designed to be unobtrusive, they are not designed to be invisible.”

ISSUE:
The applicability of 18 U.S.C. 2512(1) to the subject devices.

LAW AND ANALYSIS: 

18 U.S.C. 2512(1) provides as follows, in pertinent part:

§ 2512.    Manufacture, distribution, possession, and advertising of wire, oral, or electronic communication intercepting devices prohibited
(1) Except as otherwise specifically provided in this chapter, any person who intentionally-

(a) sends through the mail, or sends or carries in interstate or foreign commerce, any electronic, mechanical, or other device, knowing or having reason to know that the design of such device renders it primarily useful for the purpose of the surreptitious interception of wire, oral, or electronic communications;

(b) manufactures, assembles, possesses, or sells any electronic, mechanical, or other device, knowing or having reason to know that the design of such device renders it primarily useful for the purpose of the surreptitious interception of wire, oral, or electronic communications, and that such device or any component thereof has been or will be sent through the mail or transported in interstate or foreign commerce; or

(c) places in any newspaper, magazine, handbill, or other publication any advertisement of-

(i) any electronic, mechanical, or other device, knowing or having reason to know that the design of such device renders it primarily useful for the purpose of the surreptitious interception of wire, oral, or electronic communications; or

(ii) any other electronic, mechanical, or other device, where such advertisement promotes the use of such device for the purpose of the surreptitious interception of wire, oral, or electronic communications,

knowing or having reason to know that such advertisement will be sent through the mail or transported in interstate or foreign commerce,

shall be fined under this title or imprisoned not more than five years, or both.

We believe that oral communication, as opposed to wire communication or electronic communication, is the type of communication of potential relevance here.  “Oral communication” is defined in 18 U.S.C. 2510(2) as follows:

‘oral communication’ means any oral communication uttered by a person exhibiting an expectation that such communication is not subject to interception under circumstances justifying such expectation, but such term does not include any electronic communication;

We believe that the legislative history of 18 U.S.C. 2512 (S. Rep. No. 90-1097, 90th Cong., 2d Sess., 95 USCCAN 2112, 2183 (1968)) is of some instruction here:

The provisions of section 2512 banning the manufacture, distribution, sale, possession, and advertising of wiretapping and eavesdropping devices will significantly curtail the supply of a variety of devices.  There is no intent to preempt State law.  The prohibitions are applicable to devices whose design renders them primarily useful for the surreptitious interception of private wire or oral communications.  The statutory phrase is intended to establish a relatively narrow category of devices whose principal use is likely to be for wiretapping or eavesdropping.  A device will not escape the prohibition merely because it may have innocent uses.  The crucial test is whether the design of the device renders it primarily useful for surreptitious listening.  Obviously, the sort of judgement called for here in close cases would warrant the use of expert testimony.

See United States v. One Device, 160 F. 194 (10th [Cir] 1947).  The prohibition will thus be applicable to, among others, such objectionable devices as the martini olive transmitter, the spike mike, the infinity transmitter, and the microphone disguised as a wristwatch, picture frame, cuff link, tie clip, fountain pen, stapler, or cigarette pack.  Such devices are widely advertised and distributed at the present time and are readily available on the market.  By banning these devices, a significant source of equipment highly useful for illegal electronic surveillance will be eliminated.

At the same time, the prohibitions of section 2512 will cause no substantial interference with the production, distribution or use of legitimate electronics equipment, whether by the electronics industry or others.  Size alone is not the criterion under the section.  A device does not fall under the prohibitions merely because it is small, or because it may be adapted to wiretapping or eavesdropping.  Nor will the prohibition be applicable, for example, to devices such as the parabolic microphone or other directional microphones ordinarily used by broadcasters at sports events.  Such devices cannot be said to be primarily useful for surreptitious listening.  To be prohibited, the device would also have to possess attributes that give predominance to the surreptitious character of its use, such as the spike in the case of the spike mike or the disguised shape in the case of the martini olive transmitter and the other devices mentioned in the preceding paragraph.  [Underlining added.  Italics in original.]

It is our determination that the subject devices are not devices within the scope of 18 U.S.C. 2512(1) because they are not devices the design of which renders them primarily useful for the purpose of the surreptitious interception of wire, oral, or electronic communication.

You have asserted and described certain non-surreptitious uses of the devices, e.g., the use by homeowners and businesses for security purposes.  You have also stated that CCTV does not intend to sell the devices for surreptitious use.  While we find your assertion to be credible, we believe that it may be possible for the devices to be used surreptitiously.  However, we have no basis upon which to conclude that the primary use of the devices will be surreptitious.

More importantly, we have no basis upon which to conclude, in accordance with the key statutory language, that the design of the devices renders them primarily useful for the surreptitious interception of wire, oral, or electronic communication.

In this regard, we note that the subject devices are not deceptive in appearance, i.e., they do not appear to be something which they are not.  The exterior of the devices consists of plastic and is either in a ball (round) shape or rectangular shape.  (The interior of the devices will contain a circuit board, small microphone, and several small wires.)  This is in contrast with the devices noted in the legislative history above (i.e., martini olive transmitter, the microphone disguised as a wristwatch, picture frame, cuff link, etc.) which are clearly designed to be primarily useful for the surreptitious interception of oral communication. 

With respect to the size of the device, you assert that “[t]he housing could have been made much smaller.”  Based upon our examination of a similar device (provided by you) of the exact same size as the subject device, we find this assertion to be credible, i.e., based on the available evidence, we believe that it is very possible that the devices could be manufactured to be smaller than the size in which they will be manufactured by CCTV.  

The fact that the devices are generally not deceptive in appearance and the fact that they may be able to be manufactured to be smaller than the size proposed are factors which militate in favor of a conclusion that the devices were not designed to be primarily useful for the surreptitious interception of oral communications.

We believe that the language of the legislative history, above, is very supportive of our determination, e.g., we do not believe that the principal use of the subject devices is likely to be for eavesdropping, nor do we believe that the device possesses characteristics that give predominance to a surreptitious character of its use.

In summary, based upon our determination that there is no basis upon which to conclude that the design of the devices renders them primarily useful for the surreptitious interception of wire, oral, or electronic communication, we conclude that the devices are not within the scope of 18 U.S.C. 2512(1).

We find that it is unnecessary to consider the issue as to whether communication intercepted or acquired by a party by the use of the subject devices is “oral communication” within the meaning of 18 U.S.C. 2510(2), i.e., whether the communications would be “uttered by a person exhibiting an expectation that such communication is not subject to interception under circumstances justifying such expectation.” 

HOLDING:
Because there is no basis upon which to conclude that the design of the devices renders them primarily useful for the surreptitious interception of wire, oral, or electronic communication, the devices are not within the scope of 18 U.S.C. 2512(1). 

Sincerely,

Jerry Laderberg

Chief,

Entry Procedures and Carriers Branch
